





























































































































































































































































































































cooperation on developing the solutions that the world needs, and that
are robust with regard to future shocks.x

As stipulated in the Danish Emergency Management Act, particularly
in its Section =, ministers may order private companies and institutions to
provide assistance in the planning or execution of tasks related to emer-
gency preparedness. Moreover, private companies and institutions can
be requested to take special measures regarding goods, services, means
of production, etc. within their normal business if this is required for the
performance of emergency tasks.

Publiczprivate partnerships took dizerent forms and shapes at the
height of the Covid-: pandemic, which constituted a major test for pub-
licprivate cooperation across the globe. Major companies were invited
to national crisis management structures: Maersk provided an air bridge
to safeguard the shipment of face masks from China to Denmark and
Sweden,” and companies were also =chipping inx by donating funds to
Covid-=z-related public sector activities, for example.

As a small island state with an open market economy, Iceland is ex-
posed to the risk of supply disruptions. Its capacities for national produc-
tion and stockpiling are limited. = is places extra importance on publicx
private partnerships in all areas of supply security. According to Article
w of the Icelandic Civil Protection Act, wthe National Commissioner of
Police may enter into contracts with private institutions, non-govern-
mental organizations or other parties under which these shall attend
to the implementation of speciwc aspects of civil protection measures.
Contracts providing for implementation of civil protection measures
by third parties under this Article shall be subject to the approval of the
Minister of Justice.

In critically important sectors such as telecommunications, companies
may be owned by the state. In other areas such as food supplies, private
enterprises manage the day-to-day operations. = e European Economic
Area rules and Icelandrs own legislative framework have caused certain
problems for publicxprivate cooperation because in some areas, direct
cooperation between companies without the involvement of the public
sector may be forbidden by competition law.

¥ ere are some exorts at stockpiling. = is involves, in particular, med-
ical equipment such as masks, but not other critical resources such as food

Ibid.

Retsinformation.dk (n.d.).

Maersk Drilling (n.d.).

See, for example, Novo Nordisk , P .

Government of Iceland
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6 COLLABORATIVE FRAMEWORKS

The Nordics already have well-functioning regional and bilateral struc-
tures and formats for security of supply and preparedness cooperation.
This cooperation takes place in a variety of formal and informal settings
and includes a plethora of arrangements covering bilateral, multilateral
and regional agreements and forums both within and beyond the Nordics.
These include broader inter-parliamentary and governmental cooperation
forums within the Nordic Council and Nordic Council of Ministers respec-
tively, as well as other more specific forums such as the Haga ministerial
meetings on public safety and preparedness, the Svalbard Group for public
health preparedness and the Emergency Prevention, Preparedness and
Response (EPPR) working group under the Arctic Council.

The Nordics also conduct international preparedness cooperation in
broader international settings, in which the main international institu-
tions that frame national security of supply and preparedness activities
are the European Union (EU) and the North Atlantic Treaty Organization
(NATO). The EU is the scene-setter for a variety of regulations related to re-
silience and preparedness and hosts important forums for civil protection.
The EU has previously adopted measures concerning oil stockpiling, and
it presently emphasises strong resilience measures such as the new CER
Directive. NATO also plays a key role in civil-military, crisis preparedness
and resilience activities as well as wartime security of supply.
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EUROPEAN UNION

The EU is the main regulatory frame for the Nordics. Denmark was the first
Nordic country to enter the European Economic Community in 1973.37
Sweden and Finland, including Aland, followed suit in 1995. Norway and
Iceland have decided to remain associated partners of the EU through
their respective European Economic Area (EEA) memberships. Norway
and Iceland are also part of the Schengen area. Greenland and the Faroe
Islands are not part of the EU, yet they remain tied to it through different
agreements and arrangements. When Denmark joined the EU, the Faroe
Islands opted to remain out but has signed a fisheries and a free trade
agreement (FTA) with the EU.57 Greenland, in turn, is a so-called EU
overseas country and territory (ocT) and receives approximately EUR 30
million from the EU annually .37

The EU is an important security community, especially for Sweden
and Finland. The Swedish Government bill on total defence for 2021-2025
states that Sweden’s EU membership “constitutes the most important
platform for [its] unilateral declaration of solidarity and solidarity-based
security policy.”# In Finland, the Government Report on EU Policy states
that “the Union should be a strong security community. The common se-
curity and defence policy, responses to hybrid influencing, such as cyber
attacks, as well as to international crime and other cross-border security
threats, the security of supply and other promotion of the Union’s internal
and external security are interlinked, creating a basis for strengthening
the security of citizens comprehensively.”37

Although a long-standing EU member, Denmark has had reserva-
tions about developing the EU in hard security and defence matters. The
Common Security and Defence Policy (cspp) is one of the four areas of
the EU from which Denmark has had an opt-out since 1993. The current
security situation in Europe, and the war in Ukraine in particular, have
led Denmark to re-evaluate the importance of the EU frame. As a result,
the government decided to hold a referendum on joining the cspP in June
2022.%78 The referendum resulted in a “yes” vote to join the CSDP.

373 Greenland left it in 1986.

374 Government of the Faroe Islands (n.d.c).
375 European Commission (n.d.g).

376 Government of Sweden 2020, p. 9.

377 Government of Finland 2021b, p. 9.

378 Written comments, 16 March 2022; see also Government of Denmark 2022.
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The EU’s security of supply efforts have previously been characterised
as both “haphazard and siloed”.3” However, the Union is now increasingly
attaching more weight on many security of supply related issues.?* The
critical turn in the EU’s thinking about security of supply occurred amidst
negative international and global trends, and as a response to changes in
the EU’s immediate security environment due to the Covid-19 pandemic
and Russia’s invasion of Ukraine. Simultaneously, we have witnessed a
conceptual turn as the EU has also introduced the concepts of resilience
and strategic autonomy in its strategic planning and thinking.3*

Although security of supply issues are not within the scope of EU leg-
islation, the Union’s activities have direct impacts on continuity man-
agement and crisis preparedness through the internal market, common
currency, solidarity actions and various sectors of common policy and
related legislation. In the Finnish context, for example, it has been noted
that the Union’s activities regarding hybrid and cyber threats or strategic
autonomy have notable relevance.*2 The EU’s internal market is also vital
for many private sector actors.

The EU frame is also considered to have importance for security of
supply in a narrower, material sense. In certain sectors, EU membership
brings concrete requirements to uphold preparedness. For example, the
requirements for crude oil or petroleum products are outlined in the EU’s
Oils Stocks Directive.3®s Other examples include the European Programme
for Critical Infrastructure Protection (EPcIP) and the EU’s civil protection
law of 2014. The Union’s Civil Protection Mechanism (EUCPM)3* obliges
the participating states (also non-EU) to develop periodical national risk
assessments. 3%

Tackling critical dependencies has become an important topic for the
EU, which was noted throughout our interviews across the Nordics, and
many interviewees were expecting the forthcoming EU Directive on the
resilience of critical entities (CER Directive)3 to enter into force.3¥” The
CER Directive will replace the 2008 European Critical Infrastructure (ECI)

379 Iso-Markku 2022, p. 3.

380 Ibid.

381 Ibid.

382 Ibid.

383 European Union 2019.

384 European Commission (n.d.f).
385 Poljansek et al. 2019.

386 European Commission 2020b.

387 Workshop, 7 April 2022.
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Directive,3*® and it will be important at least in two different respects: (1)
it will expand the scope of the previous directive in the area of cyberse-
curity, and (2) it entails a shift of focus from physical infrastructure pro-
tection towards improving the resilience of critical providers of essential
services. With respect to the latter, substantial new obligations are to be
expected for the member states.

Civil protection cooperation within the EU is extensive. Besides the
Nordic EU member states, both Iceland and Norway participate in it main-
ly through their respective European Economic Area (EEA) agreements.
Iceland has participated in the EU’s Civil Protection Mechanism (EUCPM)
since 2001 and Norway since 2002. The EUCPM aims to strengthen co-
operation to improve disaster prevention, preparedness and response.
Through their partnerships with the EucpM, Norway and Iceland have
access to disaster and civil preparedness capabilities as well as a financial
support scheme for adjustment costs.? The partnership also involves
expert training, exercises and individual preparedness projects.

388 COUNCIL DIRECTIVE 2008/114/EC

389 Ministry of Defence & Ministry of Justice and Public Security of Norway 2018.
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Table 3: List of relevant EU legislation and initiatives.

List of relevant Eu legislation and initiatives

Area

Critical infrastructure protection’

Directive on European Critical Infrastructures"

Directive 2008/114 (subject to update 2022/
CER)

Establishes a procedure for identifying and
designating European critical infrastructures
in the transport and energy sectors that, were
they to be disrupted or destroyed, would have
significant cross-border impact’

European Programme for Critical
Infrastructure Protection (EPCIP)

Set of measures to improve the protection of
critical infrastructure

EU initiative on Critical Information
Infrastructure (cip)

Strengthens the security and resilience of vital ict
infrastructures

European Reference Network for Critical
Infrastructure Protection (ERNCIP)

Technical support for the review of the Directive
on European Critical Infrastructures

Directive (Eu) 2016/1148

Measures for a high common level of security
of network and information systems across the
Union

Civil protection

EU law on civil protection Regulation
2021/836"

Facilitates coordination in civil protection to
improve the Union’s response to natural and
man-made disasters

European reserve of resources (the resceu
reserve)’

European reserve of resources, which includes a
fleet of firefighting planes and helicopters, medical
evacuation planes and a stockpile of medical
items and field hospitals that can respond to
health emergencies

Decision No 1313/2013 on a Union Civil
Protection Mechanism

National risk assessment for disaster risk
management

Decision (EU) 2019/420 on the adoption of
resceu

The purpose of resceu is to reinforce and
strengthen components of the Eu’s disaster risk
management

Security of supply

EU’s Oil Stocks Directive 2009/119/Ec"

Requirements for crude oil and petroleum
products

Regulation (Eu) 2017/1938

Measures to safeguard the security of gas supply

European Commission n.d.a.

ii  Council of the European Union 2008.

iii ~ European Commission website n.d.b.

iv. European Parliament and Council of the European Union 2021.
v European Commission n.d.c.

vi  See for example European Commission website n.d.d.
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NORTH ATLANTIC TREATY ORGANIZATION (NATO)

NATO membership is the cornerstone of the foreign, security and de-
fence policies in Denmark, Iceland and Norway - and, in all likelihood, in
Sweden and Finland as well in the near future. Already now, NATO plays
an important role in civil preparedness planning in all the Nordics. For
Iceland, all cooperation with NaTO is “civil” in the sense that Iceland has
no armed forces.3%°

NATO has established seven baseline requirements for national re-
silience, which are significant in terms of security of supply and civil
preparedness. The requirements were adopted at the NATO Summit in
Warsaw in July 2016%" and are:

1 Assured continuity of government and critical government
services: for instance, the ability to make, communicate and
enforce decisions in a crisis;

2 Resilient energy supplies: back-up plans and power grids,
internally and across borders;
3 Ability to deal effectively with uncontrolled movement of

people, and to de-conflict these movements from NATO’s
military deployments;

4 Resilient food and water resources: ensuring these supplies
are safe from disruption or sabotage;

5 Ability to deal with mass casualties: ensuring that civilian
health systems can cope and that sufficient medical supplies
are stocked and secure;

6 Resilient civil communications systems: ensuring that tel-
ecommunications and cyber networks function even under
crisis conditions, with sufficient back-up capacity. This
requirement was updated in November 2019 by NaTO Defence
Ministers, who stressed the need for reliable communications
systems including 5G, robust options to restore these sys-
tems, priority access to national authorities in times of crisis
and thorough assessments of all risks to communications
systems;

7 Resilient transport systems: ensuring that NATO forces can
move across Alliance territory rapidly and that civilian ser-
vices can rely on transport networks, even in a crisis.

Source: NATO 2022.

390 Interviews, 17 February 2022 and 1 February 2022.

391 See NATO 2016.
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In June 2021, these commitments were renewed and strengthened by
the heads of state of the Alliance.*? According to the Strengthened Resil-
ience Commitment, “resilience is a national responsibility and a collective
commitment. NATO’s baseline requirements for national resilience, which
we keep updated to reflect emerging challenges and priorities, provide
a comprehensive framework to support the effective enablement of our
armed forces and of NATO’s three core tasks of collective defense, crisis
management and cooperative security.”#? In the NATO context, resilience
is included Article 3 of the Alliance’s founding treaty. It states that “in
order more effectively to achieve the objectives of this Treaty, the Parties,
separately and jointly, by means of continuous and effective self-help
and mutual aid, will maintain and develop their individual and collective
capacity to resist armed attack. 3%

Norway has actively promoted the approach of defining and strength-
ening critical societal functions within NATO.3% In Norway, a cross-sec-
toral programme has been set up under the Ministry of Justice and Pub-
lic Security to ensure the further development of total defence and the
robustness of critical societal functions.3%° NATO’s baseline requirements
can be seen as complementary to Norway’s own work on critical societal
functions, and they provide the added value of unifying the resilience
and preparedness systems of different countries.3” Meanwhile, NATO’s
influence is also visible in Norway’s national emergency preparedness and
response system, which is based on NATO’s Crisis Response System (NCRS).

NATO cooperation is also important for Finland and Sweden. The
countries are close partners with NATO, holding the status of Enhanced
Opportunities Partners (EOP) since 2014. Both conduct crisis prepared-
ness cooperation with NATO’s structures. Sweden and Finland have also
actively participated in NATO meetings on resilience,**® and their active
participation in NATO’s work on preparedness has been highly appreci-
ated. Their NATO cooperation enables the development of dialogue both
within the defence sector and between crisis preparedness actors.3»

392 NATO 2021C.

393 Ibid.

394 NATO 2021a.

395 Ministry of Justice and Public Security of Norway 2016.

396 Ministry of Defence & Ministry of Justice and Public Security of Norway 2018.
397 Interview, 30 November 2021.

398 Interview, 19 November 2021.

399 For Sweden, see Government of Sweden 2021a.
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Sweden has assessed the seven baseline requirements against the con-
text of energy supply,**® and they are also central in its work on civil de-
fence.*' In the future, Sweden might also look into the criteria that NATO
has developed as part of its civil preparedness activities.4*? The cooperation
in the NATO context has also been highly valued in Finland because it
has provided opportunities for international networking and informa-
tion exchange in this critical sector. If Finland will be accepted as a NATO
member, issues related to civil preparedness will be a natural sector to
contribute to and influence the future development of the Alliance, given
that Finland has a long tradition of civil preparedness planning as part of
its comprehensive security model.

NORDIC COOPERATION AND AGREEMENTS

As the common security environment has deteriorated in recent years,
Nordic defence cooperation has become increasingly extensive. In addition
to bi- and trilateral arrangements, the main cooperation format within
the Nordics is NORDEFCO, an acronym for the Nordic Defence Coopera-
tion. In the civil preparedness sector, Nordic cooperation takes place in a
network of regional, trilateral, and bilateral agreements and formats. The
Nordic Prime Ministers’ joint statement of 3 November 2021 on deepening
cooperation in the field of security of supply and preparedness states that
Nordic cooperation is “extensive in many areas that support building more
resilient and secure societies. 4% In this regard, the statement underscores
the importance of the Nordic Council of Ministers, the Haga cooperation
(civil preparedness and rescue services), NORDEFCO (defence) and the
Svalbard Group (health preparedness).

The Haga cooperation on civil protection involves active cooperation
between the authorities responsible for public safety, rescue and prepar-
edness at both technical and political levels. One of its aims is to reinforce
public safety and preparedness within Nordic societies by developing
new forms of cooperation that improve society’s resilience in the event
of crises, accidents and disasters.+** The work under the Haga format was
much appreciated by our interviewees. In its meeting on 14 December
2021, the Haga cooperation ministers responsible for civil preparedness

400 Jonsson & Veibick 2020.

401 Government of Sweden 2021a.

402 Interview, 3 December 2021.

403 Ministry for Foreign Affairs of Finland 2021.

404 Ministry of the Interior of Finland (n.d.).
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from Denmark, Sweden, Norway, Iceland and Finland identified and
agreed on three development goals for 2022-2024. The aim is to discuss
1) the implementation of the lessons learned from the management of
the Covid-19 pandemic in civil preparedness, 2) issues related to climate
change and 3) issues related to Host Nation Support.*°s

According to the interviews and input from the NOSAD workshop
on 7 April 2022, the cooperation within the Haga format has been con-
sidered to function very well at all levels (ministers, ministerial group,
directors-general, other working groups). The Haga cooperation was
also regarded as the primary framework in which further cooperation on
Nordic preparedness should take place. The recently introduced NORDEF-
co-Haga cooperation was generally welcomed and appreciated, and the
goal to deepen this cooperation was also endorsed.+«°® While there were
some critical voices about NORDEFCO, many interviewees perceived it to
function well, and some suggested the need to increase NORDEFCO-Haga
cooperation through mutual exercises and cooperation on chemical, bi-
ological, radiological and nuclear (CBRN) issues, for example. NORDEFCO
was also mentioned as an example of how to develop the civilian side of
preparedness in the future.

Nonetheless, some interviewees saw that concrete cooperation on
civil preparedness issues has remained relatively weak among the Nordic
countries. Outside the agencies directly dealing with preparedness, Nor-
dic cooperation was perceived to be less established. The views on how
to increase cooperation varied. Some suggested more formal, binding
agreements, which would also have the necessary political mandate to
enable cooperation in the first place. Others noted that there is no need
for further formal structures, and that such structures might require
more resources, which is why increased cooperation should rely more
on informal formats of cooperation.4°? While cooperation takes place
on a voluntary basis, finding the appropriate balance between the two
perspectives may be a challenge going forward.

Regarding security of supply, the Finnish NESA’s cooperation with its
Swedish and Norwegian counterparts (MsB, DSB) has gradually intensi-
fied, and general discussions about the need to enhance Nordic cooper-
ation have become increasingly frequent. The cooperation and exchange
of information between the Nordic civil preparedness organisations were
described as relatively fluent, especially between the NESA, MSB and DSB.
The agencies have established lines of communication and can easily share

405 Interview, 6 April 2022; Ministry of the Interior of Finland 2021.
406 Interviews, 3 December 2021.

407 Interview, 22 December 2021; workshop, 7 April 2022.
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non-classified information both at the operative and management levels.
Similar dialogue has also taken place in security of supply issues. These
were perceived as highly useful during the evolution of the Covid-19
pandemic, for example.4*® The participation of Iceland and Denmark has
been less systematic since they lack similar organisational structures. Yet,
building on the current formats and structures, security of supply presents
an additional area in which both countries welcome Nordic sharing of
information and best practises.

In terms of concrete Nordic responses or efforts, our interviewees put
forward a number of practical proposals, such as common Nordic storage
facilities that would function as hubs for the supply of protective equip-
ment or other critical components or materials.4°® On the other hand,
having one country specialising in one function and another country in
another might provide a burden-sharing option. Shared stockpile facilities
located in border areas were also mentioned as a solution to mitigate the
risk that a particular host country might limit the use and distribution
of goods in case of an emergency. It was, however, recognised that such
facilities might not have sufficient physical capacity to cover the needs of
all the Nordics, and that centralised stocks would not necessarily be wise
in wartime.° Apart from Finland, it was not perceived realistic that the
other countries would base their systems on significant stockpiling since
this would be economically too costly at the Nordic level as well.

Our interviewees did, however, note that there might be added value
in procuring or working together within the EU framework, particular-
ly to enhance the Nordic view and promote the Nordic model for other
European countries. The idea of virtual stockpiling, which would create
the needed market effect, was also brought forward in our project work-
shop. The interviewed experts pointed out that the countries could have
access to a wider array or products, services and infrastructure if they
acted together, pooled resources or did joint procurements. Through
joint action, the Nordic countries could also have more bargaining pow-
er globally.#" Some raised the issue of raw materials. Others floated the
idea of increasing resilience in manufacturing by establishing facilities
in the Nordics or moving production closer, for example. Even though
this would likely entail higher production costs, the supply lines would
be less easily disrupted.+?

408 Interview, 29 November 2021.
409 Interview, 21 January 2022.
410 Interview, 3 December 2021.
411 Interview, 30 November 2021.

412 Interviews, 21 January 2022, 18 February 2022 and 30 November 2021.
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Some of the interviewees argued that Nordic cooperation is held back
by the lack of a clear joint institutional structure for civil preparedness.
One way to overcome the divergence of the systems would be to establish
a Nordic secretariat or a similar entity to coordinate and facilitate cooper-
ation on civil preparedness activities. This could also serve as a means to
mobilise financing and other resources specifically for Nordic initiatives+3
and would therefore not be tied to chairmanships. Another option would
be a Nordic framework agreement on civil preparedness or security of
supply issues.+# In addition, science parks were also mentioned, which
could be used to discover innovative solutions and launch pilot projects
for various initiatives.4s Other suggestions included an expert pool to
bring together experts from different sectors, or to focus on sectors in
which expertise is limited. It was also suggested that universities could
be better included in Nordic cooperation.

Other factors that may hinder the development of Nordic coopera-
tion were also identified. Even between Norway, Finland and Sweden,
inter-agency cooperation has not been institutionalised, and it therefore
mostly depends on the individuals involved and may lack continuity. This
also hampers the realisation of ideas that have been put forward, such as
the establishment of a forum for expert exchange and joint exercises.4
Moreover, interviewees raised legitimate questions about the authority
of key preparedness authorities. For example, in Sweden, preparedness
activities are highly decentralised, and one of the highest national au-
thorities, MSB, does not have a mandate for Nordic cooperation or taking
decisions on behalf of other authorities.

The fact that there are inconsistencies and weaknesses in the coor-
dination of the national systems may be equally problematic for Nordic
cooperation.#7 It was also pointed out that despite the similarities between
the Nordic countries, there also are undeniable differences between their
economic, political and security policy interests, reflected, for example,
in their varied participation in international alliances - a problem that
may be better tackled in the future if Finland and Sweden are accepted as
NATO members.#® Although these underlying points of view are unlikely
to prevent any of the countries from participating in Nordic cooperation

413 Interview, 29 November 2021.
414 Interview, 30 November 2021.
415 Interviews, 3 December 2021 and 21 January 2022.
416 Interview, 29 November 2021.
417 Interview, 30 November 2021.

418 Interview, 30 November 2021.
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as such, they might affect their level of interest or their motivation to
work together on certain issues.

Although Nordic cooperation works well in many respects, it does not
always function as expected. Some of the interviewees pointed out that
high-level political declarations do not always entirely correspond to the
reality of practical work.4 Therefore, cooperation cannot be brought
about merely through political statements. Instead, it requires structures,
resources and long-term commitment involving the operational level.

The Covid-19 pandemic is the recent event that created a rupture in
the perception of well-functioning and reliable Nordic cooperation - most
notably, this was brought about by the closure of borders and introduction
of border controls, which considerably impeded daily interactions.4*
The lack of established procedures and shared approaches resulted in
difficulties in communication, which led to one-sided action and caused
some friction in the Nordic relations.** However, the problems in com-
munication were not perceived as issues that blocked or prevented co-
operation. Our interviewees nevertheless mentioned the improvement
of communication and information exchange among the Nordics during
crises as a particularly important factor.

As one interviewee pointed out, the level of trust may be adversely
affected by crises, which also seems to be the case with the current Cov-
id-19 pandemic. Against this background, the trust that was diminished
by unilateral actions during the pandemic was viewed as an important
element that needs to be restored. Indeed, reliable cooperation on pre-
paredness cannot be built if the expectation is that each country will only
look out for its own national interests when a crisis occurs.#?* According
to our interviewees, the apparent shortcomings of Nordic cooperation
during the pandemic may have eroded the countries’ willingness to seek
regional solutions.

It is therefore important to also try to strengthen public trust in Nordic
cooperation to maintain resilience in the face of future crises.*? Finland
and Sweden’s cooperation during the NATO application process and the
other Nordic NATO members’ strong support constitute an encourag-
ing example. Nordic cooperation also played a positive role during the
pandemic, as also noted in the interviews. For example, Sweden was
able to bring the non-EU countries Norway and Iceland under the EU’s

419 Interview, 29 November 2021.
420 Several interviews. This has also been reflected in a previous study by Creutz et al. 2021.

421 For example, Swedes commute to both Norway and Denmark for work. They were therefore impacted when
borders were closed during the pandemic. Norway also relies on Swedish workforce.

422 Interviews, 30 November 2021.

423 Interview, 14 January 2022.
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joint procurement of vaccines. The Covid-19 crisis has also functioned

as an eye-opener and awareness-raiser. In the Danish context, it was
mentioned that the importance of Nordic cooperation is now recognised

better than before the pandemic.

Table 4: List of relevant declarations, agreements and forums.

Agreements and formats Nordic participants Policy area
Nordic Group for Public Health Preparedness Denmark, Finland, Iceland, Norway, Health
(the Svalbard Group) Sweden, Faroe Islands, Greenland, Aland

Nordic Group for Healthcare Personnel’ Denmark, Finland, Iceland, Norway, Sweden  Health
Memorandum of Understanding establishing Denmark, Finland, Norway, Sweden Defence
the Nordic Defence Cooperation (NORDEFCO)

Agreement on Cooperation in the Defence Denmark, Finland, Norway, Sweden Defence
Materiel Area'

Statement of Intent on Enhanced Operational Denmark, Norway, Sweden Defence
Cooperation among the Ministries of Defence of

Denmark, Norway and Sweden®

Statement of Intent on Enhanced Operational Finland, Norway, Sweden Defence

Cooperation among the Ministries of Defence of
Finland, Norway and Sweden"

Haga Declarations, 2009 and 2013

Denmark, Finland, Iceland, Norway,
Sweden

Civil protection and
preparedness

Haga: Nordic Director Generals’ meetings

Nordic counterparts in civil protection
and preparedness

Civil protection and
preparedness

Copenhagen Declaration 2020 on Nordic civil
protection cooperation in the light of climate
change and increasingly extreme weather

Between the director generals of the
operational authorities

Civil protection and
preparedness

Kgbenhavnskonklusionerne 2020""

Denmark, Finland, Iceland,
Norway, Sweden

Civil protection and
preparedness

Helsingforskonklusionerne 2021

Denmark, Finland, Iceland,
Norway, Sweden

Civil protection and
preparedness

Haga-NorDEFco working group (formed from the
Haga-agreement Helsingsforskonklusioner 2021)

Denmark, Finland, Iceland,
Norway, Sweden

Civil-military cimic

General Security Agreement on the Mutual
Protection and Exchange of Classified Information
between Denmark, Finland, Iceland, Norway and
Sweden™

Denmark, Finland, Iceland,
Norway, Sweden

Information security

Hanaholmen Initiative*

Sweden, Finland

Crisis preparedness

i Nordic Council of Ministers n.d.
ii ~ Valvira 2021.

ili Denmark, Finland, Norway, Sweden (2015). Agreement between the Governments of Denmark, Finland, Norway and Sweden

concerning cooperation in the defence materiel area.

iv. Government of Sweden 2021b.

v Swedish Ministry of Defence 2021.

vi  Swedish Civil Contingencies Agency 2020.
vii Danish Ministry of Defence 2020.

viii Finnish Ministry of the Interior 2021.

ix  Swedish Ministry for Foreign Affairs 2013.
X  Hanaholmen n.d.
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Memorandum of Understanding in the transport
sector

Sweden, Finland

Transport

Exchange of goods and services in the event of
crises”

Finland, Norway

Economic cooperation,
joint preparedness
measures

Exchange of goods and services in the event of
crises™

Finland, Sweden

Economic cooperation,
joint preparedness
measures

Exchange of goods and services in the event of
crises*ii

Norway, Sweden

Economic cooperation,
joint preparedness

measures

Arctic Search and Rescue Agreement Denmark, Finland, Norway, Faroe Islands, Rescue
Greenland, Sweden

West Nordic Cooperation on Air Ambulance Greenland, Iceland and the Faroe Islands Rescue

Services*"

NORDRED: Nordic cooperation between rescue Denmark, Faroe Islands, Finland, Greenland, Rescue

services Norway, Iceland, Sweden, Aland

Barents Rescue: Agreement on Cooperation within  Finland, Norway, Sweden Rescue

the Field of Emergency Prevention, Preparedness

and Response in the Barents Region*

Arctic Council Denmark, Faroe Islands, Finland, Greenland, Intergovernmental

Iceland, Norway, Sweden, Aland

cooperation

Arctic Council working group on Emergency
Prevention, Preparedness and Response (EPPR)

Denmark, Faroe Islands, Finland, Greenland,
Iceland, Norway, Sweden, Aland

Emergency prevention,
preparedness and
response

Nordic Atlantic Cooperation (NORA) under the
auspices of the Nordic Council of Ministers*

Faroe Islands, Greenland, Iceland, coastal
Norway

Regional cooperation

Virve-Rakel, Rakel-Ngdnett, Virve-Nodnett
roaming

Finland, Norway, Sweden, Aland

Communication

Copenhagen Agreement: Nordic cooperation on
combating marine pollution through oil or other
harmful substances

Denmark, Faroe Islands, Finland, Greenland,
Iceland, Norway, Sweden, Aland

Environment

Nordic executive course (Haga)

Crisis preparedness

NordBeR, a platform specifically built to address Energy
preparedness issues in the Nordic energy sector
Nord Pool arrangement on the common electricity ~ Denmark, Faroe Islands, Finland, Greenland,  Energy

market owned by the Nordic and the Baltic
countries’ transmission system operators

Iceland, Norway, Sweden, Aland

xi  Norway-Finland (2006): Avtale mellom Norge og Finland om opprettholdelse av vare- og tjenestebyttet i krigs- og krisesituasjoner.
HE 41/2006 Laki Suomen ja Norjan vililld tavaroiden ja palvelujen vaihdon yllidpitimisesti sota- ja kriisitilanteissa tehdyn sopimuksen
lainsédddnnon alaan kuuluvien méériysten voimaansaattamisesta.

xii  Finland-Sweden (1992): Sopimus Suomen ja Ruotsin vilisesti taloudellisesta yhteistyosti kansainvilisissi kriisitilanteissa

xiii Sweden-Norway (1986): Protokoll om handel mellan Sverige och Norge i internationella krisligen

xiv  Gunnarsson et al. 2015.

xv  Barents Euro-Arctic Council n.d.

xvi Nordic Atlantic Cooperation n.d.
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Other non-Nordic agencies and programmes

Members of the International Energy Agency (IEA) Finland, Norway, Sweden Energy
OECD’s International Energy Programme Denmark, Finland, Sweden Energy
Membership of the AcomEs group where Energy
representatives of the stockholding agencies and

organisations holding emergency oil stocks meet

annually

NATO Petroleum Committee (senior advisory body Energy

in NATO for logistic support to Alliance forces on all
matters concerning petroleum)

KEY ELEMENTS OF ENHANCED COOPERATION

According to our interviewees, there is a broad and strong willingness
across the Nordics to increase Nordic cooperation. Further cooperation
could be built on the countries’ similarities (small open economies, similar
societal systems, welfare state models) and shared values. One important
similarity is the relatively high level of trust in government, which can be
seen as a valuable asset to societal resilience in each country.

Yet, it was noted that without a concrete set of priorities both at the
national and Nordic levels, the work on preparedness might be organ-
ised sub-optimally and only based on urgent needs. At the same time,
the interviews indicated divergent views on how and on what basis the
Nordics should deepen their security of supply cooperation. Some linked
the improvement of cooperation to legal obligations, agreements and clear
national mandates, while others considered it important not to make the
cooperation too formalised.4*

It was also highlighted in our interviews that operational and tech-
nical staff should be consulted before or in conjunction with high-level
decision-making on new projects and objectives. The views of experts
who work on practical preparedness issues should be heard for at least
three reasons: first, to avoid broadening the gap between the two levels
(political vs practical); secondly, to avoid raising any false expectations
regarding the results; and thirdly, to make sure that administrations,
especially in smaller countries and regions, are not overburdened. For
small countries with limited human resources, tall orders which do not
consider the country-specific capacities should be avoided.

As said, Nordic values are at the core of further cooperation now and
in the future. Nordic cooperation was perceived to work well in times of

424 For example, an agreement format that aims to ensure the continuity of trade overall rather than pinpointing
specific products or amounts is favoured in Norway as a preferable model for similar arrangements with other
countries.
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normalcy or in small-scale crises (in which only one or two countries
need help). The key, however, is to ensure that Nordic cooperation also
functions in times of crises. This is the ultimate stress test for the func-
tioning of Nordic cooperation.

The interviewees identified elements important in further enhancing
the cooperation between the Nordics. First, their cooperation on security
of supply could be strengthened by establishing a network or a permanent
forum for expert exchange and joint exercises. Second, issues related to
common infrastructure, energy production, security of supply and border
control could be taken up more frequently in different Nordic formats.
Third, the Nordic preparedness systems should be better mapped out,
including a description of who does what in each country. Fourth, Nor-
dic exchange programmes or expert visits should be initiated to improve
the contacts between the organisations and personnel in different Nor-
dic countries. Fifth, long-term funding should be allocated specifically
to Nordic cooperation at the national level to sufficiently communicate
and commit to it as a priority. And sixth, an exchange of ideas should
be ensured in the aftermath of the Covid-19 pandemic concerning the
reformation of the health sector and related preparedness capacities, as
well as the funding of the required changes.
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CONCLUSION

Talking about Nordic resilience is impossible without acknowledging
the impact Russia’s war against Ukraine has had on the Nordic security
landscape. It fundamentally changed the strategic position of both Finland
and Sweden and nudged them towards NATO membership almost within
a fortnight - though their membership remains for NATO members to
ratify at the time of writing. As already highlighted during the Covid-19
crisis, Nordic resilience is more important than in decades.

Russia’s war in Ukraine has showcased the importance of securi-
ty of supply and supply chain resilience. On the one hand, Russia has
targeted key civilian infrastructure in Ukraine, including agricultural
infrastructure such as grain silos, railways and food warehouses. This
has impacted global supplies and raised concerns about reduced food
security, especially in already fragile or volatile countries. On the other
hand, Russia’s own campaign has been hampered by Ukraine’s successful
disruption of Russia’s military supply lines, as well as by Russia’s own
actions of destroying digital infrastructure in tandem with its failure to
effectively deploy its own cables. Moreover, the sanctions against Russia
have highlighted vulnerabilities in supply dependencies and the varying
political will and options for European countries to diversify or shift to
other sources of energy.

The situation in Ukraine is yet another reminder of the need to prepare
for similar disruptions elsewhere and have a resilient system in place that
can tackle a variety of threats beyond military ones. The extensive cyber-
attacks seen against Ukraine serve to remind us that they are deployable
elsewhere too. Furthermore, such attacks that target critical functions
may be as, or even more, disruptive as direct hostile attacks, for a single
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successful cyber operation may sometimes dismantle a whole network
of connections (e.g. an electricity grid), the equivalent of which would
require a long series of targeted kinetic strikes. In addition, a kinetic strike
cannot be expected to erase as much critical data as a successful cyber-
attack might, for critical data is often dispersed across multiple nodes.

To a great, but varying extent, the Nordics rely on shipping for the
physical flow of goods. A blockade on the Baltic Sea would have signifi-
cant ramifications on Nordic security of supply, including both Finland
and Sweden, which rely heavily on the Baltic Sea for the flow of cargo.
What makes the related critical functions even more important is that
these supply lines build on the same functions that are in place in times
of normalcy, crisis or war. Hence, the better the systems work in a major
crisis, the better they are equipped to endure a more serious threat.

Nordic countries remain one of, if not the most interconnected region
in the world. As the report has described, this interconnectedness does
not come without challenges. While it enables more effortless coopera-
tion, it may also constitute a threat in the Nordics, perhaps more so than
in less integrated regions. Indeed, potential disruptions to any vulnera-
bilities in one country might have an adverse impact on another country
exactly due to these interlinkages.

Any negative event in one country could have spillover effects on other
Nordics, and there is therefore a vested interest in having resilient neigh-
bours both from a practical and a value-based perspective. Luckily, the
Nordics have engaged in long-standing cooperation on various fronts,
exemplified by the long list of memorandums of understanding, joint ex-
ercises and Nordic institutions established to enable cooperation - within
civil preparedness as well. There is, however, room for improvement
at both national and Nordic levels, as witnessed during the Covid-19
pandemic. The development of shared risk perceptions and foresight,
as this report proposes, would extend them from the current to future
dependencies, risks, threats and vulnerabilities to enable cooperation in
the context of acute events, as well as strategically in the long term. Such
cooperation could take the form of concrete workshops, joint foresight
scenarios, tabletop exercises and evaluations.

A common challenge noted is the balance between resources and dif-
ferent interests and priorities. Underlying all the work, and the potential
for increasing cooperation, are sufficiently allocated resources - both
financial and human resources - and having the necessary mandates and
priorities. To address the different priorities and available resources, this
report recommends the establishment of a Nordic resilience fund.

The resilience fund could be used to build up capacities before and in
the aftermath of crises to ensure functions return to normalcy as soon
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as possible. Such a fund could also be used for piloting new initiatives,
which may not be priorities included in the state budget or possible to
implement in the everyday work of operational officials. Furthermore,
the fund could be activated to finance cross-border functions that are
necessary but lack economic logic or political prioritisation in a time of
crisis. It could be used to organise operational exercises, cover the costs
of capacity building between three or more Nordic countries, including
the self-governing regions, that share an interest in developing a specif-
ic capacity, or support civil society activities to effectively enhance the
whole-of-society approach inherent in the Nordic systems. This could
support the establishment of a pooling system to bring together experts
from different fields, or alternatively, to identify specific technical experts
within areas such as cybersecurity that face challenges in finding enough
expertise. The system could be used by the Nordics to tackle a common
challenge that threatens Nordic societies’ resilience. Since national sys-
tems can only be as strong as their weakest link, addressing vulnerabilities
and capacity building is important both on the military and civilian sides.

Any efforts to improve resilience will arguably require the involvement
of the private sector. Many crucial supply lines are nowadays not nec-
essarily even owned by states but by private companies, which operate
on very different operational incentives. How to balance the role of the
state and companies is a tricky challenge for many countries to solve,
also when it comes to ensuring equal competition or absorption of costs
when building sufficient resilience, which may not make economic sense
for companies. Furthermore, foreign direct investment, ownership of a
certain function and research work may all have a national security as-
pect to them. Against this background, this report suggests the creation
of Nordic resilience public-private network, which may bring together
actors from both sectors and all the countries and self-governing regions
on a voluntary basis. It would also fill the vacuum of the absence of a Nor-
dic network similar to the Haga cooperation but focused specifically on
security of supply issues. Such a network could also use pooling in cases
in which expertise from other countries could be used for a specific tech-
nical issue. Such a network could be supported by the Nordic resilience
fund proposed above.

Another concrete result of Russia’s war has been the shift in interna-
tional alliances. The Nordics have traditionally been an interesting mix of
different partnerships. Finland, Sweden and Denmark are all EU member
states, with Denmark recently voting to join the EU’s common defence
policy in June 2022. Finland is the only one of the three that joined the
eurozone. Denmark, Iceland and Norway are NATO members, and at the
time of writing, Sweden and Finland have applied for NATO membership
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and are awaiting member states’ ratification. As outlined in the report,
these differences in international partnerships and frameworks have not
posed a significant challenge to Nordic cooperation. For example, during
the Covid-19 pandemic, Norway and Iceland were able to join the EU’s
procurement of vaccines, coordinated by Sweden.

Nevertheless, Finland’s and Sweden’s accession to NATO will stream-
line things and bring new possibilities. Their NATO membership would
enable deeper operative planning with Norway, for example. In such a
trilateral cooperation, there would be no barriers to sharing information
and situational pictures. In the long term, there could be potential for
a clearer division of labour within defence and presumably more space
for enhancing the defence of important Baltic Sea transportation routes.

Moreover, when part of NATO’’s collective defence arrangements, Fin-
land’s and Sweden’s membership would substantially increase deterrence
in the Northern Europe. NATO would have a significantly better ability
to comprehensively plan and conduct military and civil operations in a
broader Northern European theatre. The Baltic Sea region would be more
or less controlled by NATO member states, which in turn would help to
secure the crucial Baltic Sea lines of communication. This would clearly
strengthen the security of supply of Finland and Sweden. As partner
nations, Finland and Sweden have conducted civil preparedness coop-
eration with NATO for quite some time already. After the Russian attack
on Ukraine in 2022, the level of cooperation has been further increased
with the Modalities for Strengthened Interaction (Ms1) process, which
enhances contacts, information exchange and coordination, as well as
provides Finland and Sweden with information on operative aspects of
the Alliance. As member states, Finland and Sweden would naturally
have full access to the Alliance’s civil preparedness planning processes.
Through enhancing their civil preparedness cooperation - preferably
based on shared risk assessment - the Nordics would also have a stronger
and more influential voice in these processes. Joining the NATO Support
and Procurement Agency (NsPA) should be viewed as a strategic op-
portunity to increase national and regional resilience, and the overall
process as an opportunity to strategically increase regional cohesion in
preparedness issues.

On the other hand, Finland’s and Sweden’s upcoming NATO mem-
bership will also increase the strategic importance of the whole region
from Russia’s perspective. Ever more sensitive information about NATO
procedures, officials and member states will be stored in the region, which
will also increase the area’s attractiveness in terms of espionage and hy-
brid influencing. At the same time, the deterrence effect will become
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more significant, which is likely to make it more difficult for Russia to use
its military power to influence Nordic states and may therefore further
increase the attractiveness of cyber and hybrid means. The same is true
for China insofar as the area’s importance in Arctic policies increases.

Despite this, Nordic cooperation should not be seen as replaceable by
these partnerships but rather as complementary to one another. Already
now, NATO has developed the so-called seven baseline requirements,
and the EU has various initiatives within search and rescue and resil-
ience, among other issues. While some question the relevance of spending
money on Nordic cooperation when we already have NATO and the EU,
the Nordic level brings other advantages with it. The exceptional level of
trust between the Nordics and their long tradition of cooperation remain
a key character of Nordic cooperation not seen elsewhere. The very same
trust is also the enabler for further cooperation. Achieving similar levels of
trust in bigger forums is somewhat unlikely - if not practically impossible
simply due to different national levels of trust, priorities and structures.
If a deadlock occurs in another forum, Nordic cooperation may function
as an extra layer to work on issues that are of common concern to all or
some of the Nordics, as seen in their successful cooperation.

Against this background, the report suggests the establishment of a
Nordic resilience framework agreement, which would enable topical,
sectoral or even temporary agreements or memorandums of understand-
ing to respond to changing circumstances, as well as strategic objectives.
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APPENDIX

APPENDIX 1: INTERVIEW QUESTIONS

PART 1: National policies and the operational environment

How would you understand/define the term civil preparedness?
How would you understand/define the term security of supply?
How would you describe your national system of security of supply?
What are its central elements?

How would you describe the readiness and capacity of your civil
preparedness system to respond to expected challenges in the oper-
ational environment?

What common international developing trends do you see that

are related to civil preparedness? What are the central trends and
drivers?

What are the largest/most serious disruptions to your society’s crit-
ical international linkages and dependencies? Are there attempts

to update your security of supply or civil preparedness system to
better take into account the above-mentioned changes in the oper-
ational environment? How?

PART 2: Nordic cooperation

How would you describe the current state of Nordic civil prepar-
edness cooperation? What concrete examples would illustrate your
point of view?

How do you experience/view/see the possibilities to strengthen
Nordic cooperation? What sectors or concrete initiatives provide the
best opportunities for increased cooperation?

What factors hinder/hamper or make it more difficult to develop
Nordic cooperation? How could the circumstances for cooperation
be improved?
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PART 3: Other issues

- What is your foremost message that you would like to see in the final
report? What central themes, drivers and/or considerations should
the interviewers take into account in their project?

- What other actors or experts would you recommend we interview?
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APPENDIX 2: LIST OF INTERVIEWED STAKEHOLDERS AND
EXPERT ORGANISATIONS

Agencies and authorities
Danish Business Authority
Danish Critical Supply Agency (SFOS)
Danish Emergency Management Agency (DEMA)
Environment agency, Faroe Islands
Food and veterinary authority, Faroe Islands
Independent consultants
National Board of Health and Welfare, Sweden
National Emergency Supply Agency (NESA), Finland
National Commissioner of the Icelandic Police (NCIP)
Norwegian Directorate for Civil Protection (DSB)
Public Health Agency of Sweden
Swedish Civil Contingencies Agency (MSB)
Swedish State Railways (s7)
Swedish Transport Administration
Aland’s Health and Medical Services

Ministries, embassies and parliaments
Embassy of Finland in Denmark
Embassy of Finland in Norway
Embassy of Finland in Iceland
Embassy of Finland in Sweden
Government of Aland
Ministry for Agriculture, Self-Sufficiency, Energy and Environment,
Greenland
Ministry of Defence, Denmark
Ministry of Fisheries, Faroe Islands
Ministry of Foreign Affairs, Denmark
Ministry for Foreign Affairs, Iceland
Ministry of Health and Social Affairs, Sweden
Ministry of the Interior, Finland
Ministry of Justice, Iceland
Ministry of Justice and Public Security, Norway
Ministry of Trade, Industry and Fisheries, Norway
Parliament of Greenland
Parliament of Sweden
Permanent Mission of Finland to the EU
Permanent Mission of Finland to NATO
State Department of Aland
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Universities and research institutes
Danish Institute for International Studies (D11s)
Finnish Institute of International Affairs (F114)
Norwegian Defence Research Establishment (FF1)
Royal Danish Defence College
Swedish Defence Research Agency (For)
University College Copenhagen
University of Iceland

Private sector
Confederation of Finnish Industries
Confederation of Norwegian Enterprise
Confederation of Swedish Enterprise
Danish Industries
Independent consultants
Norwegian Business and Industry Security Council
SAAB Group
Aland’s Chamber of Commerce
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