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Summary

This paper makes three contributions to the
contemporary debate on Russian hybrid operations
and subversion in Europe. First, it conceptualises
embedded influence as the gradual, long-term
shaping of another state’s strategic environ-

ment through political, economic and societal
relationships in which dependencies are created
and opportunities for influence emerge. Much of
this interaction is legitimate, but Russia embeds
manipulative and deceptive elements within these
relationships to shape perceptions, incentives and
decision-making in the target state. Second, it
explains how embedded influence interacts with
shorter-term coercive hybrid operations. Third,
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the publication illustrates the mechanisms linking
these two levels of Russian influence through
concrete examples observed in Finland.

The paper argues that Russia’s influence in
Finland was often most effective when exercised
through embedded influence rather than coercive
hybrid operations. Drawing on more than two
decades of evidence - including interviews with
key participants in policy processes - it analyses
how embedded influence and hybrid operations
interacted, why some forms of Russian influence
succeeded while others failed, and what lessons
the Finnish case offers for strengthening European
resilience against Russian influence.
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Introduction

Since Russia’s illegal annexation of Crimea in 2014,
hybrid influencing has evolved from a relatively
specialised concept within military studies into a

central element in wider security and policy debates.

Russia’s seizure of Crimea by unmarked special
forces, accompanied by a sophisticated disinfor-
mation campaign and the rapid organisation of an
internationally unrecognised referendum, demon-
strated how military and non-military instruments
could be coordinated to achieve strategic objectives
while deftly obscuring responsibility and intent. The
operation exposed significant shortcomings in West-
ern threat perceptions. Neither policymakers nor
many observers fully recognised the nature of the
operation as it unfolded, prompting a fundamental
reassessment of Russian methods across policy,
intelligence, military, and academic communities.!
Since then, the European Union and NATO have
incorporated hybrid terminology into their strategic
frameworks, adopting new policies, institutions,
and mechanisms to improve preparedness for and
response to unconventional, subversive methods of
influence used by hostile actors.2

Both academic research and policy responses
have largely concentrated on hostile, coercive
manifestations of hybrid activity. Considerably less
attention has been devoted to the gradual political,
economic, and societal processes through which
Russia has shaped the strategic environment over

Pynndniemi and Racz 2016; Lange-lonatamishvili 2015.

Key EU policy frameworks on hybrid threats: Strategic Compass for
Security and Defence (2022); eu Hybrid Toolbox and Coordinated
Response Framework (2022); Protecteu Internal Security Strategy
(2025); Key NATO policy frameworks on hybrid threats: Strategy

on NATO’s Role in Countering Hybrid Warfare (since 2015); NATO
Strategic Concept (2022).
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many years by embedding manipulative influence
within legitimate forms of cooperation.

This Research Paper argues that analysing
these longer-term forms of embedded influence is
essential both to understanding the broader hybrid
landscape and to explaining how hostile states
such as Russia achieve durable strategic effects in
open and democratic societies. Furthermore, this
approach better reflects Russia’s own thinking and
policymaking. For Russia, shorter-term coercive
hybrid operations such as sabotage campaigns or the
instrumentalisation of migration are part of a much
wider, long-term influence strategy.

To capture this broader dimension of influence,
this paper uses the term embedded influence as its
primary analytical concept. The term is substan-
tively close to the broad Russian understanding of
subversive activity (podryvnaya deyatelnost), as
well as to conceptualisations of Russian subversion
that refer directly to Russian thinking, such as re-
cent work by Danylyuk and Watling.? In the Russian
context, the concept of subversion also emphasises
the long-term cultivation of influence and favoura-
ble political conditions.

In contrast, in much of the English-language
policy discourse and security literature, the term
subversion is commonly understood as referring
primarily to activities intended to manipulate,
undermine or weaken a target state more directly.*
This emphasis on hostile activities and their intended

3 Danylyuk and Watling 2026.

4 See, for instance, the definition of subversion in the Cambridge
Dictionary: “the act of trying to destroy or damage an established
system or government”; and the considerably broader NATO
definition: “Action or a coordinated set of actions of any nature
intended to weaken the military, economic or political strength of an
established authority by undermining the morale, loyalty or reliability
of its members.” Allied Joint Publication (aJpP)-3.27.


https://dictionary.cambridge.org/dictionary/english/act
https://dictionary.cambridge.org/dictionary/english/trying
https://dictionary.cambridge.org/dictionary/english/destroy
https://dictionary.cambridge.org/dictionary/english/damage
https://dictionary.cambridge.org/dictionary/english/established
https://dictionary.cambridge.org/dictionary/english/system
https://dictionary.cambridge.org/dictionary/english/government

effects risks obscuring the long-term political,
economic and societal relationships through which
influence is cultivated and strategic opportunities
emerge. Hence, this paper adopts the term embed-
ded influence to shift the analytical focus from hos-
tile subversive activities to the gradual development
of these relationships and the strategic environment
they create. In doing so, it complements rather than
replaces the concept of subversion.

The Research Paper is based on a broader re-
search project funded by the Prime Minister’s Office
of Finland and its final report, published in Finnish
in January 2026.°> While the empirical cases draw on
that research, this paper develops the conceptual
framework and analytical argument beyond the
more empirically focused final report.

One of the key conclusions of this Research
Paper is that there is a pressing need for more
systematic research into European countries’ his-
torical interactions with Russia. Without a nuanced
understanding of the cognitive and socialised frames
shaped by these interactions, we cannot fully com-
prehend our present-day vulnerabilities to Russian
influence. Russian embedded influence and hybrid
activities take advantage of the target state’s political
culture and the historical legacies of the bilateral re-
lationship. While their specific forms and combina-
tions vary from country to country, the underlying
mechanisms and methods are consistent enough to
permit comparative analysis. Such research would
provide valuable insights into Europe’s vulnerabili-
ties and sources of resilience, thereby strengthening
its capacity to identify, prevent and counter Russian
influence operations in the future.

1. From active measures to embedded
influence: An analytical framework

It is important to bear in mind that the debate on
hybrid influence is primarily a Western one and
responds to the Western need to conceptualise un-
conventional policies that cut across policy domains.

5 Saari(ed.) 2026.
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Activities that in the West would be labelled as
hybrid influencing are typically what Russians call
active measures or subversion abroad.®

This Russian terminology has its roots in the
Soviet past. Soviet intelligence agencies relied on
the concept of active measures, a term that referred
to a range of political manipulation methods,
including the dissemination of disinformation,
demonstrations organised by front organisations,
and even assassinations. Soviet intelligence culture
emphasised the offensive character (nastupatelnost)
of such activities. According to a KGB manual, these
offensive active measures were “proactive and full
of initiative”, and they were intended to confer a
strategic advantage over the adversary, who would
thereby be forced into a reactive posture.” According
to the same manual, these measures were intended
“to influence the political life of the target country,
its foreign policy, and the resolution of international
issues; to mislead the adversary; to destabilise and
weaken its positions; to disrupt hostile plans; and to
achieve other objectives” .

In the 1990s, manipulation methods were
mobilised within the Russian administration
primarily for internal power struggles and for efforts
to influence developments in states that had gained
independence from the former Soviet Union. The
range of methods was already extensive during
that decade: Western-style political “spin” was
combined with Soviet traditions in ways that were
often both brutal and inventive. The tools employed
included paid sham parties and proxy politicians,
the pre-scripted orchestration of election outcomes,
extreme smear campaigns against opponents, black-
mail, and various acts of violence, including poison-
ings and assassinations. In the Russian context, such
practices were referred to as “political technologies”
(politicheskie tekhnologii).® Many specialists behind
these operations, “political technologists”, had
backgrounds in the intelligence services, but within
the new societal order they often worked under
the title of consultant or analyst. Private and state

6 See Gioe et al. 2020; Danylyuk and Watling 2026. However, in
Russian military theory, these measures are often linked to strategic
deterrence and “new generation of warfare” debates. See e.g.
Bruusgaard 2016.

7 Mitrokhin (ed.) 2001, 261.

Mitrokhin (ed.) 2001, 13.

9  Wilson 2024, 38-56.



interests frequently became intertwined. According
to Ukrainian political scientist Volodymyr Polokhalo,
political technologists were not motivated solely by
financial gain; they also operated as Russian “agents
of influence” and as representatives of Russia’s
national interests in the former Soviet republics.1?

Since the early 2000s in particular - marked
by Vladimir Putin’s rise to the presidency and
Russia’s rapid economic growth - active measures
have gained prominence in Russian foreign policy,
initially in the post-Soviet states and later also in
the West.!! Russian subversion and active measures
have evolved in response to changing conditions,
extending far beyond the traditional domain of in-
telligence agencies. In the digital age, these activities
have broadened in both scope and repertoire, relying
on diverse channels to shape the perceptions and
behaviour of politicians, officials, journalists, social
media influencers, academics, business executives,
activists, religious leaders and other actors and
groups. The objective is to influence the institutions
and public discourse through which political deci-
sions and societal attitudes are formed.!?

It is important to recognise that not all active
measures are inherently coercive or illegal. Dany-
lyuk and Watling argue that active measures can
include ‘special positive influence’ that consists
of influencing the target state’s decision-shaping
and decision-making in ways that advance Russia’s
interests while generally remaining within the legal
framework of the target state. Such methods rely
less on coercion than on manipulation and covert
persuasion embedded in the bilateral relationship
and its dynamics and legacies.

This paper conceptualises this broader, long-
term phenomenon as embedded influence. Embed-
ded influence refers to the long-term shaping of the
strategic environment through political, economic,
and societal interaction. Much of this interaction
is legitimate and open and appears benign. How-
ever, Russia embeds manipulative and subversive
elements within these relationships, gradually

10 Wilson 2005, 58.
11 Galeotti 2019.
12 Danylyuk and Watling 2026.
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shaping perceptions, incentives, institutions, and
patterns of decision-making in the target state in
ways that advance its strategic objectives. Hence,
embedded influence seeks to shape and direct the
way in which national interests are understood in
the target state.

Contemporary Russian embedded influence
builds on the Soviet tradition of active measures but
extends beyond it. Whereas Soviet active measures
primarily referred to covert influence operations
conducted by intelligence services, embedded
influence encompasses the broader process through
which political, economic, and societal relationships
are cultivated and strategically shaped over time by
a variety of Russia-connected actors.!* Alongside
intelligence operations, embedded influence is
advanced, for instance, through diplomacy, business
partnerships, strategic investments, elite networks,
as well as cultural and religious engagement by
various actors.

Embedded influence shapes the strategic
environment within which shorter-term hybrid
operations take place. Coercive hybrid operations
are shorter-term efforts to exploit or reinforce this
long-term influence - or to compensate for its ab-
sence. While embedded influence gradually creates
favourable political and institutional conditions,
hybrid operations seek either to capitalise on these
accumulated vulnerabilities or, when embedded
influence proves insufficient, to impose immediate
political costs through hybrid coercion.

Figure 1 shows how Russia’s influence in a
target state - in this case Finland - is structured
and embedded in the bilateral relationship. It also
demonstrates how both the target state and the
influencing state shape the constantly evolving rela-
tionship. Each of these elements and the interaction
between them should be carefully studied in order
to fully understand how Russia builds its long-term
influence strategy and how European states can
counter Russian efforts more effectively.

13 See discussion in Wilson 2005; Danylyuk and Watling 2026.
14 Baumann and Pynnoniemi 2025.
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Figure 1. Russia’s long-term embedded influence and hybrid operations in the context of Russian-Finnish relations.

2. Russia’s influence in the Finnish context
Since gaining independence, Finland’s relationship
with Russia has been characterised by a pronounced
asymmetry of power and by Finland’s enduring ob-
jective of safeguarding its sovereignty and security
vis-a-vis its much larger neighbour. From the Cold
War until 2022, Finnish foreign policy sought to
reconcile three partly competing objectives: main-
taining a pragmatic, cooperative and economically
beneficial relationship with the Soviet Union and
later Russia, supporting Finland’s integration with
Western political and economic structures, and
preserving credible national defence and prepared-
ness against potential Russian aggression.!®> These
geopolitical realities fostered a political culture in
which Russia-related security concerns were widely
recognised among the political elite but often left
publicly unstated. At the same time, Finland de-
veloped and maintained a robust defence capability
and a comprehensive approach to societal security
that reflected a persistent awareness of security
risks relating to Russia.

The central dilemma of Finnish foreign policy
after Finland joined the EU in 1995 was therefore
how to strengthen deterrence, support common
European policies, and maintain constructive
bilateral relations with Russia without unnecessarily

15 Saari 2026; Sinkkonen and Pesu 2025.
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provoking tensions or compromising broader
national interests. Finnish leaders traditionally
sought to manage this dilemma through confidential
high-level dialogue with Russian counterparts,
careful anticipation of Russian reactions to foreign
and security policy decisions and limited accommo-
dation of Russian interests to avoid confrontation.
Managing relations with the Russian leadership con-
sequently became one of the defining responsibilities
of successive Finnish presidents, regardless of their
political orientation.!®

Russia embedded its influence strategy within
these political realities and historical legacies. Its key
objective was to keep Finland out of NATO while deep-
ening the country’s economic, political and societal
ties with and dependencies on Russia.!” More broadly,
Russia sought to maintain Finland as a predictable
neighbour whose room for manoeuvre would remain
constrained by anticipation of Russian reactions.

Russia pursued these objectives primarily
through embedded influence: long-term efforts,
including deceptive practices, to shape Fin-
land’s strategic environment and influence its
decision-making. Shorter-term coercive hybrid
operations constituted a complementary rather than
an alternative instrument, reinforcing embedded
influence through selective signalling and coercive

16 Pesu and Saari 2026.
17 Seee.g. Hautala 2024, 38.




pressure when deemed necessary. Even after 2014,
when Russia did employ more coercive hybrid
measures against Finland, these measures were
generally intended to influence Finland’s political
decision-making and broader strategic environment
rather than to create an immediate crisis or disrupt
critical societal functions.

A central feature of this strategy was the pro-
motion of the idea that Finland and Russia enjoyed
a unique, mutually beneficial relationship based on
trust and good-neighbourly cooperation.!® Russian
officials consistently argued that Finland’s security
was best served outside NATO and portrayed Finnish
membership as an unnecessarily hostile act that
would inevitably provoke Russian countermeasures.
More broadly, Russian actors encouraged the
perception that Finland’s prosperity and security
depended on maintaining pragmatic bilateral rela-
tions and pursuing “responsible” policies that took
Russian interests into account.

Geoeconomic engagement formed an important
part of Russia’s embedded influence strategy. Unlike
coercion and direct pressure - which would likely
have been interpreted in Finland as national security
concerns - economic cooperation framed as mutually
beneficial commercial activity aligned well with
Finnish political culture and was therefore consider-
ably more effective from the Russian point of view.

For Russia, Finland’s energy sector was of
particular interest because long-term infrastructure
investments created durable economic interde-
pendencies that could be translated into political
leverage. Significant energy cooperation had already
started during the Cold War, and Russia was gen-
erally considered to be a reliable energy partner in
Finland. As elsewhere in Europe, Russian oligarchs
with close ties to the Russian political leadership
and security services cultivated extensive networks
through business partnerships, strategic invest-
ments, joint ventures, and close relationships with
political and economic elites.!®

Fennovoima’s Hanhikivi nuclear power plant
project illustrates how this geoeconomic influence
operated in practice. In December 2014, less than a

18 Saariand Lavikainen 2022.
19 Tynkkynen et al. 2026, 116-121.
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year after Russia’s illegal annexation of Crimea, the
Finnish Parliament approved the construction of a
Russian-built nuclear power plant. Although the
German energy company E.ON had originally been

a major shareholder and partner in the project, a
series of developments - along with Russian actors’
skilful capitalisation on emerging opportunities -
ultimately led to Rosatom being selected to build the
plant. The decision is particularly striking given that
nuclear energy projects have long been recognised as
instruments through which Russia seeks to establish
long-term political and economic leverage abroad.?°

Finnish decision-makers believed that they
could manage the security risks by requiring Finnish
or other EU/EEA investors to own at least 60% of the
project. Migrit, a very small ostensibly Croatian so-
lar-power company, promised to invest €158 million
in the project. However, it was soon discovered that
its owners were Russian-born Croatian citizens and
that its founders and associates had links to Russia.
After the arrangement was exposed and the offer
rejected by the Finnish authorities, the majority
state-owned energy company Fortum helped save
the project by stepping in as an investor. The project
was ultimately cancelled only after Russia’s full-
scale invasion of Ukraine in 2022.2!

Alongside these embedded forms of influence,
Russia periodically employed carefully calibrated
hybrid threat activities intended to reinforce the
broader political message that stable bilateral rela-
tions depended upon Finland’s “responsible behav-
iour”. Rather than constituting sustained campaigns
of intimidation, these actions served as reminders
that Russia retained the ability to generate political
costs if Finland crossed perceived red lines. Such ac-
tivities included airspace violations, the instrumen-
talisation of migration at the Finnish-Russian border
and private warnings to key decision-makers. In one
notable albeit unattributed incident, a cardboard
box containing a teapot and letters addressed to both
the Commander of the Finnish Defence Forces Timo
Kivinen and the Chairman of the Joint Chiefs of Staff
Mark Milley was placed outside Kivinen’s residence
on the day of their scheduled meeting.??

20 Danylyuk and Watling 2026, 36-37.
21 Tynkkynen et al. 2026, 116-121.
22 Pesu and Saari 2026, 97.



Importantly, these coercive signals were
frequently accompanied by diplomatic initiatives
designed to reframe Russian pressure as technical
misunderstandings requiring bilateral management.
Following Russian airspace violations, instrumen-
talised migration at the border,? or information
operations targeting Russian speakers in Finland,
Russian officials commonly proposed new bilateral
mechanisms to address the resulting “problems”.
These included calls for bilateral commissions on
child welfare issues and bilateral negotiations on
border management. Such proposals sought to
portray deliberately engineered pressure as shared
bilateral challenges best managed through direct
Finnish-Russian cooperation rather than through
existing national or European frameworks, while di-
luting Russia’s own responsibility for the incidents.

Russia also sought to weaken Finland’s iden-
tification with broader European institutions by
encouraging scepticism towards other EU and NATO
member states. Baltic countries, in particular, were
frequently portrayed as irrationally hostile towards
Russia and discriminatory against Russian-speaking
minorities, while Finland was depicted as a prag-
matic and responsible neighbour. An illustrative
example occurred in February 2021 when EU High
Representative Josep Borrell was publicly humiliated
during a press conference with Foreign Minister
Sergei Lavrov in Moscow. Just over a week later,
Lavrov received Finnish Foreign Minister Pekka
Haavisto in St Petersburg with notable diplomatic
courtesy. Such contrasting treatment sought
simultaneously to undermine the EU’s authority
as a collective actor and encourage member states
to privilege bilateral engagement with Russia over
common European approaches.?*

Russia’s influence strategy also benefited from
a structural asymmetry in how the two countries
pursued economic engagement. Russian com-
mercial activity abroad was centrally coordinated
and aligned with broader geopolitical objectives
irrespective of whether individual actors formally
represented the state or the private sector. Finnish
investment decisions, by contrast, were largely

23 Eggen and Lavikainen 2025.
24 Henley 2021.
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driven by commercial logic without an overarching
strategic framework. Many Finnish decision-makers
feared that rejecting Russian investment opportu-
nities on security grounds would simply allow com-
petitors elsewhere in Europe to reap the associated
economic benefits.?> This asymmetry was not always
fully recognised within either the Finnish business
community or official policy analysis.?®

Beyond elite influence, Russia also attempted to
stoke social divisions within Finland, although this
proved more difficult in a relatively homogeneous
and consensus-oriented society. Russia’s instru-
mentalised migration operations in 2015 and again in
2023 sought simultaneously to generate public anx-
iety over migration and polarise debate over asylum
policy.?” Other efforts included influence operations
targeting Russian-speaking diaspora organisations
and attempts to shape activities within Orthodox
religious communities in Finland.?®

Taken together, Russia’s influence strategy was
well adapted to Finnish political culture. Finland’s
strong commitment to national independence,
broad societal support for territorial defence, and
historical sensitivity to external coercion meant
that overt pressure would likely have proved coun-
terproductive. Instead, Russia relied primarily on
embedded influence through diplomacy, business,
energy, political networks, and selective hybrid
signalling in ways that gradually shaped the strategic
environment within which Finnish decision-makers
operated. Rather than compelling Finland to act
against its will, Moscow sought to make policies
aligned with Russian interests appear pragmatic,
mutually beneficial, and ultimately self-evident.

This approach remained largely intact until late
2021, when Russia’s demands for an end to NATO’s
open-door policy, coupled with its looming aggres-
sion against Ukraine, changed perceptions of Russia
among Finland’s political leadership and the public
alike. Although Russia’s goals for a renewed security
order in Europe that would recognise its “legitimate”
interests in its neighbourhood had been voiced many
times since Putin’s speech at the Munich Security
Conference in 2007, it was only at this point that the

25 Tynkkynen et al. 2026, 134.
26 Seee.g. Nyberg 2019, 111.

27 Eggen and Lavikainen 2025.
28 Lassila et al. 2026, 186-192.



Finnish public at large came to understand the impli-
cations not only for Ukraine but also, by extension,
for all of Russia’s smaller neighbours.

Following Russia’s full-scale invasion of Ukraine
in 2022, interstate cooperation ended abruptly,
depriving Russia of its principal levers of influence
within Finnish society. Russia subsequently shifted
from benign-looking embedded forms of influence to
more clearly coercive hybrid operations.

These have included increased malicious cyber
activity?® - such as cyber attacks against Parliament
and government services - interference with
satellite navigation and disinformation campaigns
on historical events and Finland’s current policies
and posture. The most obvious example was the
instrumentalisation of migration at Finland’s
eastern border in 2023, when Russian authorities
facilitated the arrival of third-country nationals in
an apparent attempt to put pressure on the Finnish
government and strain domestic institutions. Al-
though damage to undersea cables in the Baltic Sea
has raised further concerns about Russian sabotage,
Russia’s responsibility for the incidents has not
been established.3°

3. Limits of Russian influence and sources
of Finnish resilience

Finland’s strong culture of preparedness and its
comprehensive security model are effective in
responding to disruptions to normal conditions and
thus to short-term coercive hybrid operations. For
instance, Russian cyber operations, instrumentalised
migration operations at the border, or disinforma-
tion campaigns were typically managed rapidly
through well-established procedures and close
cooperation between public authorities, private
companies and other relevant actors.

At the same time, the same model was con-
siderably less effective in recognising the gradual
accumulation of structural vulnerabilities created
through Russia’s embedded influence. Finnish
preparedness traditionally focused on responding

29 Yle News 2026a; Yle News 2026b.
30 Kaleta 2026; Blackburn 2026.
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to disruptions rather than identifying structural
vulnerabilities embedded in the normal state of
affairs. Russia’s geoeconomic influence was rarely
recognised, and the authorities were slow to respond
to the risks associated with Russian investments in
strategic assets, such as shipyards, and the acquisi-
tion of strategically located properties near critical
infrastructure and military installations by private
and state-linked Russian actors. However, once
these issues gained public attention and political
momentum, the Finnish authorities responded
swiftly by introducing legislative reforms that are
unique in international terms.3!

Certain features of Finnish political culture
served to strengthen Russia’s embedded influence
in the country. Russia systematically supported
and reinforced a policy frame that emphasised
good-neighbourly relations and the benefits Finland
was perceived to gain from its close and confidential
relationship with Russia. A strong tendency not to
“rock the boat” - that is, to avoid criticising the
prevailing foreign and security policy line - made it
more difficult to detect Russia’s more subtle efforts
at manipulation. Differences in situational awareness
across policy sectors and levels of government
further complicated efforts to assess the cumulative
strategic implications of Russia’s economic state-
craft, its nurturing of networks of influence, and
other forms of embedded influence.

Although it was not always welcomed by the
authorities, public scrutiny often helped to expose
these institutional blind spots. Investigative journal-
ism, academic research, and civic activism period-
ically challenged prevailing assumptions, brought
previously unspoken concerns into public debate,
and encouraged more comprehensive assessments of
Russia-related risks.3? The debate surrounding Rus-
sian real estate acquisitions illustrates this dynamic.
Only after sustained investigative reporting and
public discussion did assessments begin to converge
across government agencies and wider society,
ultimately leading to a more coherent understanding
of the strategic implications of these acquisitions.

31 Pesu and Saari 2026, 108-109.

32 The changing balance between ‘need to know’ and ‘need to share’
in the context of hybrid threats has been recognised more widely in
intelligence studies. See e.g. Nilsson et al. 2026, 119; Ivan et al. 2021,
505.
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Russian goals

Russian messages

Methods (potential; not all attributed to Russia)

Keep Finland
out of NATO

There is no threat to Finland - unless it
seeks NATO membership. Finland would
be less secure as a NATO member.

Finland benefits from its good-
neighbourly relations with Russia but
should not take them for granted.

Russia can play dirty if it so chooses.

Signalling discontent through cyberattacks,
airspace violations, etc. during joint

NATO training or a high-level visit.

More coercive hybrid threat activity such

as instrumentalised migration.

High-level dialogue and occasional private
reminders to individual decision-makers.

Messaging through normal diplomatic channels.

Weaken EU unity

Other EU states are advancing
relations with Russia, while Finland
is hesitant/too critical/too slow.

The Baltic states and Ukraine are
Russophobic and their analysis of
the Russian threat is unreliable.

Contrasting Finland’s constructive, pragmatic
approach with that of selected Eu states
portrayed as emotional and unreliable.

High-level dialogue and normal diplomatic channels;
positive references to the “pragmatic Finnish
approach” bilaterally and internationally.

Public displays of a wedge strategy; treating
EU states differently and sowing discord.

Nurture a culture
of accommodation

Finland benefits from its good-
neighbourly relations with Russia but
should not take them for granted.

Good relations with Russia give Finland
international standing beyond its size;
Finland would not have any significant
agency internationally without them.

The Russian leadership could offer better
deals to Finland than to its competitors.

Hybrid threat reminders that Russia can be less
friendly and that Finland will be in trouble.

Strengthen bilateral
arrangements

The Russian state is not aware of what is
happening / the situation is unintentional
and accidental, but it can surely be resolved
by creating bilateral ad hoc arrangements.

Suggestions to resolve self-created challenges
by setting up ad hoc arrangements or launching
a negotiation process overriding existing
arrangements and legal measures.

Create long-term
dependencies

Russia is a reliable energy partner,
and Russian actors operate solely
according to business logic in their
commercial interactions abroad.

Nurturing influential networks, including by
hiring former politicians as consultants to Russian
companies and inviting them to join the boards
of strategically important Russian companies.

Build subversive
capacity for
the future

There is no intelligence service/state
connection; the actors in question are acting
purely on the basis of private interests.

Testing Finnish reactions and preparedness
through hybrid operations.

Table 1. Russian foreign policy goals, messages and methods of embedded influence and hybrid operations in Finland.

This summary is based on the findings of Saari (ed.) 2026.

Despite these limitations, Finland also
possessed important sources of resilience that
constrained Russia’s ability to convert embedded
influence into durable political outcomes. Perhaps
the most important was the country’s high level of
political cohesion on security-related issues. Broad
cross-party consensus on foreign and security
policy, combined with comparatively high levels of

FIIA RESEARCH PAPER 7 Russia’s embedded influence in Finland

institutional trust, limited opportunities for Russia
to exploit domestic political divisions.

Unlike in several other European countries,
Russian information operations have, at least so far,
gained only limited political traction in Finland.

For example, the Finnish-language edition of the
Russian state-run media outlet Sputnik ceased op-
erations as early as 2016, most likely because it failed

11



to attract an audience. Similarly, the Finns Party,
despite its right-wing populist orientation, has con-
sistently supported EU sanctions against Russia and
military and financial assistance to Ukraine. Finland
has also been insulated by the heterogeneous nature
of its Russian-speaking population, limiting oppor-
tunities for Moscow to employ compatriot policy

in the ways observed elsewhere.33 Much of Russia’s
strategic communication concerning Finland ap-
pears to be directed primarily at a domestic audience
in Russia. While these narratives have contributed to
increasingly negative perceptions of Finland among
Russian audiences,34 they have so far failed to drive
wedges between groups in Finland.

Interestingly, coercive hybrid operations and
political pressure directed against Finland frequently
produced effects opposite to those intended by
Russia. Rather than undermining public confidence
or weakening political cohesion, Russian pressure
generally reinforced domestic unity and heightened
public awareness of the security threat posed by
Russia. Once Russian influence was broadly securi-
tised in Finnish public debate, much of the leverage
that had depended upon normalised political and
economic relations rapidly disappeared.

The Finnish case therefore illustrates both the
strengths and the limitations of Russian embedded
influence. On the one hand, Russia failed to achieve
its principal country-specific objective of preventing
Finnish NATO membership when Finland joined
the Alliance in April 2023. On the other hand, this
outcome did not primarily reflect shortcomings in
Russia’s embedded influence in Finland. Rather,
it resulted from Russia’s own decision to wage
full-scale war against Ukraine and fundamentally
challenge the existing European security order.
Indeed, the fact that many Finnish decision-makers
appeared surprised by Russia’s objectives and read-
iness to wage a full-scale war in Europe may itself
be interpreted as evidence that embedded influence
had, to some extent, succeeded in shaping Finnish
assumptions about Russian intentions before 2022.

33 Lassilaetal. 2026.

34 While Russian attitudes towards Finland became clearly more
negative after 2022, they appear to have stabilised. In 2025, 38%
held a positive view of Finland, and 25% a negative one. In 2019, the
corresponding percentages were 71% (positive) and 5% (negative).
Prime Minister’s Office 2025.
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In summary, Finland’s experience demonstrates
that resilience against foreign influence extends be-
yond the capacity to prevent and withstand kinetic
and hybrid attacks. It is also important to recognise
one’s own vulnerabilities and understand how they
may be exploited through embedded influence.

Conclusions: Lessons for European
resilience

Finland’s relationship with Russia before 2022
should not be understood as exceptional. Rather,

it reflected broader European assumptions that
prevailed throughout much of the post-Cold War
period. Like many Western governments, Finnish
policymakers continued to frame the bilateral rela-
tionship with Russia as pragmatic and characterised
by beneficial and manageable interdependence,
despite Russia’s increasing aggression and policy
ambitions in Europe. The slow and gradual recog-
nition of the strategic implications of Russia’s goals
and behaviour presents an analytical puzzle. Russian
revisionism in Europe challenged the sovereignty
and security of small states - including Finland
itself - yet these developments were only slowly
integrated into assessments of the bilateral relation-
ship with Russia. Between 2014 and 2022, there was
an uneasy tension between political prudence and
caution towards any significant revision of policies
towards Russia, on the one hand, and the primacy of
security considerations on the other.

However, more critical voices also existed in
Europe. For instance, policymakers and analysts in
Estonia, Latvia, and Lithuania consistently argued
that many Western governments underestimated
the strategic implications of Russia’s increasingly
authoritarian and revisionist trajectory.3> According
to these perspectives, the West tended to interpret
problems related to Russia as technical or managerial
challenges, when in fact they reflected strategic
objectives fundamentally at odds with the normative
foundations of the European order. Despite the

35 Seee.g. Landsbergis 2008; Laar 2007.
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Baltic states’ greater strategic awareness, they also
remained vulnerable to Russia’s embedded and
hybrid influence, reflecting their own structural
vulnerabilities and national characteristics. It is
important to note that no country in Europe is im-
mune to Russia’s influence operations; however, the
pathways through which that influence is exercised
are consistently tailored to each country’s unique
strategic context.

This paper suggests that assessments of Russian
influence should move beyond a narrow focus on
specific means, operations and incidents towards
a more holistic understanding of the wider hybrid
threat landscape that includes both long-term Rus-
sian embedded influence and shorter-term hybrid
operations in the target state.

Embedded influence and coercive hybrid
operations should be understood as complementary
rather than competing instruments of state influence.
Embedded influence creates structural vulnerabilities
by fostering dependencies and networks of influence
and shaping expectations and political frames. These
vulnerabilities can subsequently be exploited through
coercive hybrid operations when Moscow seeks to
increase political pressure or impose immediate costs.

Interestingly, however, the Finnish case
demonstrates that coercive hybrid operations may
also undermine embedded influence. Pressure at the
borders, cyber operations, airspace violations, Gps
interference, and Russia’s ultimatums concerning
NATO membership policies gradually altered
Finnish threat perceptions. Rather than reinforcing
earlier influence efforts, these coercive measures
eventually eroded the assumptions that had sus-
tained Russia’s embedded influence. In this sense,
Russia’s own escalation transformed what had been
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a relatively effective long-term strategy into one
that rapidly generated political unity, strengthened
societal resilience and accelerated Finland’s NATO
membership process.

The relationship between embedded influence
and coercive hybrid operations is therefore a dynamic
one. In the Finnish political environment - shaped
by historical legacies, political culture and bilateral
dynamics - Russia’s embedded influence has tradi-
tionally been more effective than its coercive hybrid
operations. The Finnish case has demonstrated that
hybrid coercion carries significant strategic risks be-
cause it exposes hostile intent and may rapidly erode
years of accumulated influence.

Analysing the broader political context and the
full spectrum of Russia’s embedded influence and
hybrid operations is fundamentally important for all
European countries. If European states only react to
hybrid coercion after the fact, Russia will retain the
first-mover advantage and continue to shape the
strategic environment in its favour. Developing more
proactive preparedness strategies therefore requires
an understanding of the dynamic interplay between
short-term coercive hybrid operations and the long-
term shaping of the strategic relationship through
embedded influence. Critically examining the
bilateral relationship and its underlying dynamics
enables states to identify both their vulnerabilities
and their sources of resilience. Such self-reflection
would also help to uncover institutional blind
spots, reassess long-standing assumptions, and
strengthen strategic awareness. In turn, this would
provide a stronger foundation for developing more
comprehensive resilience against Russian influence
and reducing opportunities for Russia to exploit
European vulnerabilities. @

13



Bibliography

Baumann, Mario and Katri Pynnéniemi (2025) “European security in the
era of hybrid warfare: Active measures in Russia’s confrontation
with Europe”. DGAP Policy Brief No. 20. German Council on
Foreign Relations. https://dgap.org/en/research/publications/
european-security-era-hybrid-warfare.

Blackburn, Gavin (2026) “Finland steps up undersea monitoring
to prevent cable damage after string of sabotage incidents”.
Euronews, 26 January. https://www.euronews.com/2026/01/26/
finland-steps-up-undersea-monitoring-to-prevent-cable-damage-

after-string-of-sabotage-inci.

Bruusgaard, Kristin Ven (2016) “Russian strategic deterrence”. Survival,
58(4): 7-26. https://doi.org/10.1080/00396338.2016.1207945.

Council of the European Union (2022) Council conclusions on a
framework for a coordinated Eu response to hybrid campaigns,
21 June. https://www.consilium.europa.eu/en/press/press-
releases/2022/06/21/council-conclusions-on-a-framework-for-a-
coordinated-eu-response-to-hybrid-campaigns/.

Danylyuk, Oleksandr V. and Jack Watling (2026) “To subvert the state:
The ecosystem of Russian active measures”. Whitehall Paper No.
104. Royal United Services Institute for Defence and Security
Studies. https://my.rusi.org/resource/to-subvert-the-state-the-
ecosystem-of-russian-active-measures.html.

Eggen, Karen-Anna and Jyri Lavikainen (2025) “Implementing a new
tool: Russia’s strategic use of migrants towards Norway and
Finland 2015/16”. European Journal of International Security,
1-24. https://doi.org/10.1017/eis.2025.10029.

European Commission (2025) Protecteu: A European internal security
strategy (com/2025/148 final). https://eur-lex.europa.eu/
legal-content/EN/TXT/?uri=CELEX:52025DC0148.

European External Action Service (2022) A strategic compass for
security and defence. https://www.eeas.europa.eu/eeas/
strategic-compass-security-and-defence-1_en.

Galeotti, Mark (2019) “Active measures: Russia’s covert
geopolitical operations”. Security Insights, George C.
Marshall European Center for Security Studies. https://
www.marshallcenter.org/en/publications/security-insights/
active-measures-russias-covert-geopolitical-operations-0.

Gioe, David V., Richard Lovering and Tyler Pachesny (2020) “The Soviet
legacy of Russian active measures: New vodka from old stills?”
International Journal of Intelligence and Counterintelligence,
33(3): 514-539. https://doi.org/10.1080/08850607.2020.1725364.

Hautala, Mikko (2024) Sotaa ja rauhaa - Vendjd, Yhdysvallat ja Suomi
uuden suurvaltakilpailun aikakaudella. Otava.

FIIA RESEARCH PAPER 7 Russia’s embedded influence in Finland

Henley, Jon (2021) “Eu chief’s Moscow humiliation is sign of bloc
disunity on Russia, say experts”. The Guardian, 11 February.
https://www.theguardian.com/world/2021/feb/11/eu-chiefs-
moscow-humiliation-is-sign-of-bloc-disunity-on-russia-say-
experts.

Ivan, Cristina, Irena Chiru and Rubén Arcos (2021) “A whole of society
intelligence approach: critical reassessment of the tools and
means used to counter information warfare in the digital age”.
Intelligence and National Security 36 (4): 495-511.

Kaleta, Stanistaw (2026) “Russia ‘not omnipotent’ despite
Baltic Sea sabotage fears, Finnish intel says”. Tvp
World, 12 March. https://tvpworld.com/92052373/
finland-russia-not-omnipotent-despite-baltic-sea-fears.

Laar, Mart (2007) “Mart Laar: Impeeriumi enesepettus”.
Postimees, 3 May. https://www.postimees.ee/1656797/
mart-laar-impeeriumi-enesepettus.

Landsbergis, Vytautas (2008) “Why Europe must learn to say ‘no’ to
Russia”. Euractiv 23 July. https://www.euractiv.com/opinion/
why-europe-must-learn-to-say-no-to-russia/.

Lange-lonatamishvili, Elina (ed.) (2015) “Analysis of Russia’s information
campaign against Ukraine: Examining non-military aspects of
the crisis in Ukraine from strategic communications perspective”.
NATO StratCom Centre of Excellence. https://stratcomcoe.
org/cuploads/pfiles/russian_information_campaign_
public_12012016fin.pdf.

Lassila, Jussi, Harri Mikkola, Teemu Qivo, Mika Perkiomaki,
Katri Pynndniemi and Margarita Zavadskaya (2026)
“Informaatiovaikuttaminen ja vendjankielisiin kohdistunut
vaikuttaminen”. In Sinikukka Saari (ed.) (2026) Vendjdn
laaja-alainen vaikuttaminen Suomeen 2000-luvulla: Pehmedsti
pedattu mutta kova nukkua. Valtioneuvoston selvitys- ja
tutkimustoiminnan julkaisusarja 2026:1. Valtioneuvoston kanslia.
https://urn.fi/URN:1SBN:978-952-287-954-7.

Ministry of Defence (2023) Allied Joint Doctrine for Counter-Insurgency
(AJP-3.27), Edition A, Version 2. uk Government. https://
assets.publishing.service.gov.uk/media/64525cbdfaf4aa00
12e13238/20230503-AJP-3_27_COIN_EA_V2-0O.pdf.

Mitrokhin, Vasiliy (ed.) (2001) KGB Lexicon: The Soviet intelligence
officer’s handbook. Frank Cass.

Nilsson, Niklas, Mikael Weissman and Bjorn Palmertz (2026) “Hybrid
Threats and the Intelligence Community: Priming for a Volatile
Age”. International Journal of Intelligence and Counterintelligence
39(1): 109-131. https://www.tandfonline.com/doi/
full/10.1080/08850607.2024.2435265#abstract.

North Atlantic Treaty Organization (n.d.) Countering hybrid threats.
https://www.nato.int/en/what-we-do/deterrence-and-defence/
countering-hybrid-threats.

14



North Atlantic Treaty Organization (2022) NATO 2022 Strategic Concept.
https://www.nato.int/en/about-us/official-texts-and-resources/
strategic-concepts/nato-2022-strategic-concept.

Nyberg, René (2019) Patriarkkoja ja oligarkkeja. Siltala.

Pesu, Matti and Sinikukka Saari (2026) “Turvallisuuspoliittinen
vaikuttaminen”. In Sinikukka Saari (ed.) Vendjén laaja-alainen
vaikuttaminen Suomeen 2000-luvulla: Pehmedsti pedattu mutta
kova nukkua. Valtioneuvoston selvitys- ja tutkimustoiminnan
julkaisusarja 2026:1. Valtioneuvoston kanslia. https://urn.fi/
URN:ISBN:978-952-287-954-7.

Prime Minister’s Office (2025) Foreign Ministry report: Russians’
attitudes towards Finland remain divided, young people most
positive. Finnish Government, 14 October. https://valtioneuvosto.
fi/en/-/foreign-ministry-report-russians-attitudes-towards-
finland-remain-divided-young-people-most-positive.

Pynndniemi, Katri and Andras Racz (eds.) (2016) “Fog of falsehood:
Russian strategy of deception and the conflict in Ukraine”. Fiia
Report No. 45. Finnish Institute of International Affairs. https://
www.fiia.fi/en/publication/fog-of-falsehood.

Saari, Sinikukka (ed.) (2026) Venajan laaja-alainen vaikuttaminen
Suomeen 2000-luvulla: Pehmeasti pedattu mutta kova
nukkua. Valtioneuvoston selvitys- ja tutkimustoiminnan
julkaisusarja 2026:1. Valtioneuvoston kanslia. https://urn.fi/
URN:ISBN:978-952-287-954-7.

Saari, Sinikukka (2026) “The Finnish-Russian relations before and after
Finland’s NATO membership: Management of enduring dilemmas”.
In Tommi Koivula, Matti Puranen and Antti Seppo (eds.) Finland in
NATO: Perspectives on strategy. Routledge.

Saari, Sinikukka and Jyri Lavikainen (2022) “Russia’s shifting foreign
and security policy in Northern Europe: The new geopolitical
meaning of ‘good neighbourliness’. Fiia Briefing Paper No. 331.
Finnish Institute of International Affairs. https://www.fiia.fi/
wp-content/uploads/2022/02/bp331_russias-foreign-policy-in-
northern-europe_sinikukka-saari-jyri-lavikainen.pdf.

Sinkkonen, Ville and Matti Pesu (2025) “Trapped between asymmetries:
Finland’s security strategies in the past, present and future”. In
Philip M. Baxter (ed.) Examining Perspectives of Small-to-Medium
Powers in Emergent Great Power Competition: Bandwagon or
Balance? Palgrave Studies in Global Security, 117-141. Palgrave
Macmillan.

Tynkkynen, Veli-Pekka, Mika Perkiomaki, Katri Pynnoniemi and
Harri Mikkola (2026) “Geoekonominen vaikuttaminen”. In
Sinikukka Saari (ed.) Vendjén laaja-alainen vaikuttaminen
Suomeen 2000-luvulla: Pehmedsti pedattu mutta kova
nukkua. Valtioneuvoston selvitys- ja tutkimustoiminnan
julkaisusarja 2026:1. Valtioneuvoston kanslia. https://urn.fi/
URN:ISBN:978-952-287-954-7.

Wilson, Andrew (2005) Virtual politics: Faking democracy in the post-
Soviet world. Yale University Press.

Wilson, Andrew (2024) Political technology: The globalisation of political
manipulation. Cambridge University Press.

FIIA RESEARCH PAPER 7 Russia’s embedded influence in Finland

Yle News (2026a) “Supo warns companies of Russian cyber espionage
campaign”. Yle News, 13 July. https://yle.fi/a/74-20236160.

Yle News (2026b) “Fm Valtonen summons Russian ambassador”. Yle
News, 14 July. https://yle.fi/a/74-20236235.

15



RESEARCH
PAPER

7

September 2026

ISBN 978-951-769-864-1

ISSN 1795-8059

Language editing: Lynn Nikkanen
Graphic design: Joonas Juutilainen

s FINNISH Arkadiankatu 23 b

I INSTITUTE OF POB 425 /00101 Helsinki

u INTERNATIONAL Telephone +358 (0)9 432 7799
AFFAIRS www.fiia.fi

The Finnish Institute of International Affairs is an independent research institute that
produces high-level research to support political decisionmaking and public debate both
nationally and internationally.

All manuscripts are reviewed by at least two other experts in the field to ensure the high
quality of the publications. In addition, publications undergo professional language checking
and editing. The responsibility for the views expressed ultimately rests with the authors.

While all F11a publications are freely accessible, they may not be republished, in whole or
in part, without prior written permission from the Institute.


https://fiia.fi/
http://www.fiia.fi
https://fi.linkedin.com/company/finnish-institute-of-international-affairs
https://bsky.app/profile/fiia.fi
https://x.com/FIIA_fi
https://www.instagram.com/fiia_upi/
https://www.youtube.com/@FIIA_fi

